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Intro - Wireshark: The Basics

https://tryhackme.com/room/wiresharkthebasics

Opgaveinformation

Opgavens formal at opna basisk viden om Wireshark.

Opgave + lgsning

Task 1 - Introduction

Which file is used to simulate the screenshots?
e Svar: http1.pcapng

Which file is used to answer the questions?
e Svar: exercise.pcapng

Task 2 - Tool Overview

Use the "Exercise.pcapng" file to answer the questions. Read the "capture file comments".
What is the flag?

« Aben filen
e Gaindi: Statistics -> Capture File Properties

e Svar: TryHackMe_Wireshark_Demo
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Places System &) *-

Wireshark - Capture File Properties - Exercise.pcapng

Details
size, B
Bytes 110240582 110240582 0
(100.0%)
Average bytesf/s 0 0 —
Average bits/s 1 1 —

File Comment

Knowing the file details is helpful. Especially when working with multiple pcap
files, sometimes you will need to know and recall the file details (File hash,
capture time, capture file comments, interface and statistics) to identify the
file, classify and prioritise it. You can view the details by Following "Statistics —-
> Capture File Properties” or by clicking the "pcap icon located on the left
bottom" of the window.

Flag: TryHackMe Wireshark Demo
Packet Comments

Frame 12:
This_is_ Not_a Flag_This_is_Not_a_Flag This_is Not_a_Flag_This_is_Not_a_Fl

RPN =1 T N SR PR ] S P P I T P

Capture file comments

Knowing the file details is helpful. Especially when working with multiple pcap
files, sometimes you will need to know and recall the file details (File hash,
capture time, capture file comments, interface and statistics) to identify the
fFile. classifv and nrioritise it You can view the details bv followina "Statiskics -

-

-

Help Refresh Copy To Clipboard Close Save Comments

What is the total number of packets?

Ga ind i: Statistics -> Capture File Properties

Svar: 58620

CP

CP
CP
CP
CP
NS
CP
CP
CP

0]
0]
0]
9]
0]
0]
0]

al

2/7



3/4/2026 Wireshark - ITS Portefelje

Wireshark - Capture File Properties - Exercise.pcapng

E Details
‘” INCErraces 2
i_ Interface Dropped Capture filcer Link type Packet size
= packets lirnit
¢ | Unknown Unknown Unknown Ethernet 65535 bytes
~ | ens5 Unknown none Ethernet 262144 bytes

Statistics

Measurement Captured Displayed Marked

Packets 58620 58620 I[‘I DU.U%} —

Time span, s 568415552.547 568415552.547 —_

Average pps 0.0 0.0 —

Average packet 1881 1881 —

size, B

Bytes 110240582 110240582 0

(100.0%)

. Average bytes/s 0 0 —

Average bits/s 1 1 —

File Comment

-

- Knnwinn the File details is helnful Feneriallvy when warkina with multinle ncan
Capture file comments

Knowing the file details is helpful. Especially when working with multiple pcap —
files, sometimes you will need to know and recall the file details (File hash,
capture time, capture file comments, interface and statistics) to identify the
File. classifv and nriaritise it. You can view the details b Followina "Statiskics --

Help Refresh Copy To Clipboard Close Save Commenks

- w w w

-

What is the SHA256 hash value of the capture file?

o Svar:f446de335565fb0b0ee5e5a3266703¢c778b2f3dfad7efeaeccb2da5641a6d6eb
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system &) -

Wireshark - Capture File Properties - Exercise.pcapng

E Details RE
4
A File =
|! Name: Sfhome/ubuntu/Desktop/Exercise.pcapng E
Ne  Length: 112 MB rotc
B E Y YA 446de335565Fb0b0ee5e5a3266703c778b2f3dfad7efeaecch CP
2da5641a6dé6eb CP
Hash cbe854789549163428c6e8322df57b3b660d1112 CP
(RIPEMD160): TTF
Hash (SHA1): 4b411e808d6b839331a6b119b3836edb6efede76 CP
Format: Wireshark/... - pcapng CP
Encapsulation: Ethernet CP
Time P
First packet:  2004-05-13 10:17:07 ﬁ
Last packet: 2022-05-18 07:29:39 p
| | Elapsed: 6578 days 21:12:32 g
Capture P
P

Task 3 - Packet dissection

Use the "Exercise.pcapng" file to answer the questions. View packet number 38. Which
markup language is used under the HTTP protocol?

e Svar: eXtensible Markup Language
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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ackekt 38 - Exercise.pcapng

Frame 38: 478 bytes on wire (3824 bits), 478 bytes capti=
Ethernet II, Src: fe:ff:20:00:01:00 (fe:ff:20:00:01:08),
Internet Protocol Version 4, Src: 65.208.228.223, Dst:
Transmission Control Protocol, Src Port: 86, Dst Port:
[14 Reassembled TCP Segments (18364 bytes): #6(1380), #t¢
Hypertext Transfer Protocol

eXtensible Markup Language

po=?xml

<!DOCTYPE html\n PUBLIC "-//W3C//DTD XHTML 1.0 Stric|~
b

e - T v v v v

e12e 31 od da ad -

e13e

e14e

2150

8160

eive

8180

e19e

1 | 81a0

1 - R @ b’ F
» Fran ' O
» Ethe Frame (478 bytes) = Reassembled TCP (18364 bytes) 1
» Inte “
v Trar 3
g-OIELT :
r Hy
» eXtensible Markup Language s il

What is the arrival date of the packet? (Answer format: Month/Day/Year)

e Svar:05/13/2004

L EACItBepLdpNS |
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

. ‘ L e, ., |y 5 | L

L Wire rk - ng

LIE @ ~ Frame 38: 478 bytes on wire (3824 bits), 478 bytes capti=
Jo. ¢ Interface id: @ (unknown)

Encapsulation type: Ethernet (1)

Arrival Time: May 13, 2004 10:17:12.158193808 UTC

[Time shift for this packet: ©.000000000 seconds]

Epoch Time: 1084443432.158193000 seconds

[Time delta from previous captured frame: 0.070101000

[Time delta from previous displayed frame: 9.87010100

[Time since reference or first frame: 4.846969000 seci~
4

B0 B0 1 B0 00 B0 fe ff 20 B0 B1 GO0 B8 0O 45 OB -~

01 de c@ ac 40 00 2f 06 2T e0 41 dO ed df 91 fe

al ed @0 50 8d 2c 11 4c a7 a@ 38 af ff 3 58 18

40 74 24 A7 an ana 828R 8aq a4 T4 79 7RO OTITA OTOa oa8fF T
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What is the TTL value?

¢ | samme menu som ovenfor, led efter "Time To Live"

e Svar:47
What is the TCP payload size?

e | samme menu som ovenfor, led efter "TCP Payload"

e Svar:424
What is the e-tag value?

e | samme menu som ovenfor, led efter "ETag"

e Svar:9a071a-4696-7e354b00
Task 4 - Packet navigation

Use the "Exercise.pcapng" file to answer the questions. Search the "r4w" string in packet
details. What is the name of artist 1?

e Svar:r4w8173

Go to packet 12 and read the packet comments. What is the answer? Note: use md5sum
<filename> terminal command to get MD5 hash

e Packet 12 comment:

Go to packet number 39765

Look at the "packet details pane". Right-click on the JPEG section and
"Export packet bytes". This is an alternative way of extracting data from a
capture file. What is the MD5 hash value of extracted image?

Svar:911cd574a42865a956ccde2d04495ebf

ubuntu@ip-10-114-179-28: ~/Desktop

Thereis a ".txt" file inside the capture file. Find the file and read it; what is the alien's name?

o Gatil: file > export objects > http
e Svar: PACKETMASTER

Look at the expert info section. What is the number of warnings?
e Svar:1636

Task 5 - Packet filtering
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Use the "Exercise.pcapng” file to answer the questions. Go to packet number 4. Right-click on
the "Hypertext Transfer Protocol"and apply it as a filter. Now, look at the filter pane. What is
the filter query?

o Svar: http
What is the number of displayed packets?
e Svar:1089

Go to packet number 33790, follow the HTTP stream, and look carefully at the responses.
Looking at the web server's response, what is the total number of artists?

e Svar:3
What is the name of the second artist?

e Svar:Blad3
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